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I
Preface

Along with globalization, activities in the international supply chain
today are becoming more complex and interconnected, making it more vulnerable
to severe disruptions. Any major incidents such as natural disasters or terrorist
attacks in the international supply chain would have serious impacts on its entire
operation and result in partial or complete paralysis, shaking the economy of many
countries / regions. The security of the international supply chain is thus
receiving growing attention.

2. As a regional logistics hub, Hong Kong plays an important and active
part in the international supply chain. To fulfill our role in safeguarding the
international supply chain while further facilitating global trade, the Customs and
Excise Department (C&ED) has formally rolled out the Hong Kong Authorized
Economic Operator Programme (Programme). Companies participating in the
Programme will be accredited as Authorized Economic Operators (AEOs) and
enjoy the appropriate Customs facilitation if they meet the pre-determined security
standards.

3. The Programme not only complies with the requirements stipulated under
the World Customs Organization (WCO) SAFE Framework of Standards to Secure
and Facilitate Global Trade (SAFE Framework), but also fits the local trading
environment. Being a voluntary certification regime, the Programme aims at
enhancing the Customs-to-Business partnership, and is open to all local companies
engaging in the international supply chain activities.

4, This set of Guidelines provides companies with information on the
operation mechanism of the Programme. It assists companies to assess their
readiness for applying for an AEO status in Hong Kong. It also provides details
of the accreditation procedures for interested companies to follow in making
applications.

5. The implementation of the Programme enhances our trading partners’
confidence in our exports. It will help bring more business opportunities to the
industries by improving their corporate images and competitiveness. Through
closer cooperation between the Customs and the industries, Hong Kong’s position
as an international trading centre and a regional logistics hub can be further
consolidated, thereby sustaining Hong Kong’s long-term economic development.
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Chapter 1 - Introduction

The Programme is administered by C&ED under an open and voluntary
certification regime. Under the Programme, local companies of different sizes
that have met pre-determined security standards will be accredited as AEOs, and
enjoy appropriate Customs facilitation.

Programme Features

2. C&ED recognizes the importance of a close partnership between the
government and the industries to secure and facilitate global trade. This
partnership programme is designed to fit the local trading environment and open to
enterprises of different sizes and nature of businesses.

3. Stakeholders such as manufacturers, importers, exporters, carriers,
terminal operators, freight forwarders, warehouse operators, etc. involved in the
international supply chain may apply for the AEO status. All participating
enterprises are accredited on the same set of criteria. While there is a need to
align with international standards, the Programme allows for a flexible
customization of security measures based on individual company’s business
model.

Accreditation Overview

4, Companies participating in the Programme should commit to adopting a
set of appropriate security measures for securing their supply chains.

5. Before submitting applications, they have to conduct a self-assessment on
their companies’ internal policies and operational procedures against the criteria
under the Programme, which are in line with the requirements of the WCO SAFE
Framework! and with reference to relevant standards set out under the following
documents of the International Organization for Standardization (ISO):

L For details, please visit WCO’s official website at
http://www.wcoomd.org/en/topics/facilitation/instrument-and-tools/frameworks-of-standards/safe_package.aspx

-1 -
Jan 2022 version



(a)
(b)

(©)

Guidelines on HK AEO Programme

-
ISO 9001:2015 on Quality Management Systems - Requirements;

ISO 27001:2017 on Information Security = Management
Systems - Requirements; and

ISO 28001:2007 on Security Management Systems for the Supply
Chain - Best  Practices for Implementing  Supply Chain
Security - Requirements and Guidance.

6. C&ED will initiate validation process to accredit suitable companies as
AEOs upon receipt of the application documents.

Types of Authorized Economic Operators

7. Having regard to the different operating environment and the needs of the
industries, C&ED will grant AEO status to qualified companies in two tiers. This
tiered accreditation will be made according to their level of compliance with the
pre-determined criteria tabulated below:

Levels of Compliance Tier1l | Tier2
General Criteria
(@ Customs Compliance v v
(b) Maintenance of Commercial Records v v
(c) Financial Soundness v v
Security and Safety Criteria
(d) Premises Security and Access Control 4 v
(e) Personnel Security v v
(f) Cargo Security v v
(g) Conveyance Security v v
(h) Business Partner Security v v
(i)  Security Education and Training v v
(J)) Information Exchange, Access and Confidentiality v v
Extra Security and Safety Criteria (for Tier 2 only)
(k) Crisis Management and Incident Recovery - v
()  Measurement, Analysis and Improvement - v
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Benefits
8. The Programme not only encourages the industries to ensure integrity of
their security practices when engaging in the supply chain, but also helps them to
optimize the management of internal assets and functions. While performing
self-assessment during the initial stage of AEO application, individual companies
are able to streamline their operations to achieve better output.
Q. The integration of enhanced supply chain security and improved business
performance is a major target of the Programme. Beyond security benefits, AEOs
will enjoy other trade facilitation and advantages such as:

(@) reduced Customs inspection;

(b) prioritized Customs clearance;

(c) prioritized processing under the application of the Free Trade
Agreement Transhipment Facilitation Scheme;

(d) expedited review of ATA Carnet Applications;

(e) enhanced goodwill as a secure trader with industry quality mark;

(F) strengthened competitiveness and marketability;

(g) reduced stock loss, theft and pilferage; and

(h) privileged benefits under a mutual recognition arrangement (MRA).
10. Through the cooperative endeavour of the government and the industries,

the Programme will strengthen both the security and efficiency of legitimate global
trade.
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Chapter 2 - Criteria

C&ED will grant AEO status to companies in two tiers according to their
level of compliance with the pre-determined criteria, which are in line with the
requirements of the WCO SAFE Framework and with reference to relevant ISO
standards. The twelve accreditation criteria including three general criteria and
nine security / safety criteria are elaborated in the ensuing paragraphs.

General Criteria

2. There are three general criteria which are pre-requisites for acquiring
either the Tier 1 or Tier 2 AEO status. Details of these criteria are as follows:

(a) Customs Compliance

A history of good compliance with Customs requirements is of
paramount importance to an AEO. An applicant thus shall have a
clear record of Customs offences or other offences involving
fraudulence, corruption or dishonesty in the past two years when
submitting the applications.

(b) Maintenance of Commercial Records

A responsible trader will document management decisions and
business activities to sustain efficient operations and ensure
accountability in the company. An applicant shall maintain verifiable
commercial records up to a satisfactory level. as required by the
relevant provisions under 1SO 9001:2015. These measures include:

(i) maintaining a system to keep commercial records,
authorizations, licences, permits, certificates or other relevant
documents relating to the importation or exportation of goods;

(i) conducting internal audit on systems and records at planned
intervals;
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B

(ili) putting in place procedures to define the controls for

identification, storage, protection, retrieval, retention and
disposition of the commercial records; and

(iv) devising security measures to protect computerized record
system from unauthorized access.

(c) Financial Soundness

Strong financial position enables a company to withstand external
risk and demonstrate resilience during global crisis.  Financial
soundness is an essential indicator to show an applicant’s ability in
maintaining and improving the supply chain security measures. An
applicant shall:

(i) have a good financial standing to fulfill the commitments
relating to its business activities; and

(i) allow C&ED to assess its financial status by making reference
to various reports including the Director’s Report, Auditor’s
Report, professional accountant’s reports, other relevant
documents, etc.

Security and Safety Criteria

3. C&ED adopts a dynamic framework to address the complexity of
international supply chain, particularly the variation of business operation sizes and
risks across different sectors.

4, While there is a need for alignment with international standards to pursue
MRAs in the long run, C&ED allows for a flexible customization of security
measures based on individual company's business model when accrediting an
applicant.
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Details of the security and safety criteria are as follows:

Security and Safety Criteria for Tier 1 Applications

(d) Premises Security and Access Control

An applicant shall adopt appropriate measures to secure, monitor and
control its premises including the exterior and interior perimeters up
to a satisfactory level as required by the relevant provisions under
ISO 28001:2007. These requirements include:

(i)

(if)

(iii)

(iv)
(V)

(vi)

ensuring that main entrance(s) / exit(s), external and internal
windows and doors are secured with locking devices or other
access monitoring / control measures;

inspecting regularly main entrance(s) / exit(s), external and
internal windows and doors, and making repairs expeditiously
where necessary;

keeping and managing properly the locks, keys and access
devices by designated staff;

providing adequate lighting within the premises;

monitoring and controlling properly vehicles and persons
entering or exiting the premises;

devising procedures and providing suitable training for staff to
report any unauthorized access to the premises and irregularities
detected:;

(vii) designating areas specifically for cargo processing and storage;

and

(viii) adopting appropriate security technologies or measures (e.g.

theft alarm, CCTV monitoring system, security guards, etc.) to
safeguard the premises.

An applicant shall, upon request, permit C&ED to gain access to
relevant security monitoring systems if circumstances require.
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(e) Personnel Security

(f)

An applicant shall screen the background of prospective staff to the
extent that is legally possible, and prohibit unauthorized access to
facilities, transport conveyances, loading docks and cargo areas that
may reasonably affect the security of the supply chain under the
applicant’s responsibilities.

In safeguarding personnel security, an applicant shall take
appropriate measures up to a satisfactory level as required by the
relevant provisions of 1SO 28001:2007.  These requirements
include:

(i) requiring prospective staff to declare any previous conviction of
Customs offences or other offences involving fraudulence,
corruption or dishonesty during the recruitment stage;

(i) requiring current staff to report to the management any
conviction of Customs offences or other offences involving
fraudulence, corruption or dishonesty;

(iii) requiring staff to display their staff identity cards prominently at
all times within the company premises; and

(iv) cancelling immediately the authorization of a terminated staff
member to gain access to premises and information systems.

Cargo Security

An applicant shall implement measures to ensure that the integrity
and security of cargo, as well as the access control, are maintained at
the highest appropriate level as required by the relevant provisions
under 1SO 28001:2007. These measures include:

(i) compiling security policy manual or guidelines to uphold cargo
integrity;

(i) keeping cargo in a secure area and devising procedures to
restrict and detect unauthorized access and report the same to
the appropriate law enforcement agencies;

(iif) putting in place a mechanism to identify persons delivering or
receiving cargo to or from the applicant’s company;
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(iv) designating qualified personnel to supervise cargo operations
and handle any irregularities detected in accordance with the
established procedures;

(v) devising procedures to secure and control the cargo under the
applicant’s custody throughout the course of delivery;

(vi) devising measures to prevent security seals from being
tampered with and handle irregularities detected;

(vii) devising a mechanism to ensure that the physical structures and
locking facilities of cargo conveyances are kept in good
condition without being tampered with; and

(viii) monitoring cargo storages and inventory kept therein by
conducting inspections and audit checks regularly.

Conveyance Security

An applicant shall take measures to ensure its conveyances are
effectively secured and maintained up to a satisfactory level as
required by the relevant provisions of ISO 28001:2007. These
measures include:

(i) keeping conveyances in a secure area;

(i) ensuring that potential places for concealment of illegal goods
on conveyances are regularly inspected, and related inspection
records are properly kept;

(iii) providing security rules, procedures or guidance to conveyance
operators;

(iv) tracking and monitoring the movement of the conveyances and
cargo; and

(v) reporting any irregularities of the conveyances to the
appropriate law enforcement agencies.
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(h) Business Partner Security

An applicant shall put in place a mechanism to help strengthen the
international supply chain security through the commitments of its
business partners. The measures adopted should be up to a
satisfactory level as required by the relevant provisions under 1SO
28001:2007. These measures include:

(i) screening and selecting business partners before entering into
contractual relations;

(i1) incorporating security requirements into written
contracts / agreements with business partners or requesting
business partners to provide security declarations with a view to
ascertaining security compliance; and

(iii) reviewing regularly business partners’ practices to see if they
are in conformity with the security requirements under contract.

Security Education and Training

An applicant shall implement a training system to ensure that its staff
are well aware of the company’s security policies, and capable of
recognizing shortfalls of security standards and taking appropriate
rectification measures. The system should be operated up to a
satisfactory level as required by the relevant provisions under
ISO 28001:2007. These measures include:

(i) providing specific security training to staff, particularly those
engaging in tasks associated with the international supply chain
activities;

(i) keeping staff well aware of the security and safety measures of
the company through a proper communication channel; and

(ili) maintaining a system to ensure that training records and
guidance / handouts are properly kept.
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(J)) Information Exchange, Access and Confidentiality

An applicant shall ensure that entrusted information is protected from
misuse or unauthorized access / alteration. These measures should
be in line with the relevant provisions under ISO 27001:2017 and
ISO 28001:2007 including:

(i) devising security policies and control measures to protect
information system against unauthorized access and misuse;

(i) ensuring that cargo information is legible, complete and
accurate, and protected from unauthorized alteration;

(ili) appointing designated staff to identify any breaches or
attempted breaches of information security;

(iv) implementing a proper system to ensure that sensitive data are
made available only to authorized staff, and documents are
properly kept, transferred, and disposed of; and

(v) setting up backup facilities to safeguard business data against
loss or accidental deletion.

Additional Security and Safety Criteria for Tier 2 Applications

To acquire Tier 2 AEO status, an applicant should comply with two
additional security and safety criteria on top of the ones mentioned above.
These criteria are:

(k) Crisis Management and Incident Recovery

An applicant shall have a set of crisis management and recovery plan
to minimize the impact created by a disaster or security incident. A
contingency plan should be devised in accordance with the relevant
provisions under 1ISO 28001:2007 with measures including:

(i) putting in place a contingency plan to deal with crisis, ensure
business continuity and reactivate the entire security system;

(it) ensuring that staff are well informed of the details of the
contingency plan, and will take timely and appropriate remedial
measures to respond to security threat scenarios, such as
intrusion or unlawful control of an asset within the supply chain,
smuggling, breach of information security or cargo integrity, etc.;

- 10 -
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(iii) devising procedures to timely report an incident or a risk
situation to the appropriate law enforcement agencies;

(iv) ensuring that incidents are properly investigated and analyzed
to identify rooms for improvement; and

(v) conducting proper training and regular drills for staff to
acquaint them with the contingency measures.

Measurement, Analysis and Improvement

An applicant shall implement measures to ensure that its company’s
security and safety policies and practices are in conformity with the
requirements spelt out in the relevant provisions under
ISO 28001:2007. These requirements include:

(i) appointing designated staff to assess regularly the security risks
within the business ambit, and take appropriate measures to
mitigate the potential risks;

(it) reviewing regularly the security management system including
the revision of security policies and practices;

(ili) devising a system to ensure that staff designated to conduct
security and risk assessments are well acquainted with their
responsibilities, and all assessment procedures and records are
properly kept for inspection; and

(iv) ensuring that recommendations adopted for enhancing the

overall security management system are timely and properly
implemented.

*khkkkkik
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Chapter 3 - Application Procedures

Information Required

An applicant shall provide C&ED with the following information when
applying for AEO status:

(a) acompleted application form (Annex 1);

(b) an introduction of the company, outlining its:

()
(i)
(iii)

(iv)
(V)

background;
major business activities;

organizational structure with the total number of staff and key
personnel shown;

major operational procedures; and

awarded accreditations where appropriate;

(c) acompleted self-assessment questionnaire (Annex 2);

(d) a folder containing all necessary documents to ensure conformity
with the accreditation criteria; and

(e) supporting documents which include:

(i)

(i)

(iii)

process map(s) [specimen at Annex 3] to illustrate the flow of
goods and information along the company’s supply chain;

site plan(s) [specimen at Annex 4] to show the layout of the
company’s premises with clear depiction of the location(s) of
the structure(s), perimeters, access areas, security and control
measures adopted, cargo loading / unloading areas, etc.; and

relevant documents including those mentioned in the
self-assessment questionnaire.
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B
Submission of Application

2. Completed application documents can be submitted in one of the
following ways:

In person or by post:  Customs and Excise Department
Office of Trade Relations and Public
Communication
Room 3219, 32/F
Customs Headquarters Building
222 Java Road, North Point
Hong Kong

Online application https://eform.one.gov.hk/form/ced007/en/

Enquiry E-mail: aeo@customs.gov.hk

Application Fee

3. Application for the AEO status is free of charge.

Joint Validation

4, Apart from documentary inspection, Customs officers will visit a
company on different occasions to verify the accuracy of the information outlined
in the application and the implementation of measures required. As part of the
Customs-to-Business partnership programme, the joint validation will enable the
participating company to review its security profile with the assistance of the
Customs officers.

5. Validation will include the verification of supply chain security processes
and procedures that a company agrees to perform under the auspices of the
Programme. Reliability and effectiveness of key security measures will be
evaluated with reference to risk management principles, whereas best practices for
securing supply chain will be shared during the validation.

6. The company will be notified by C&ED in advance of the validation
along with the need for supporting documentation. If situation requires, selective
validation on the company's business partners may be arranged.
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Duration of Accreditation

7. C&ED will assess the level of compliance with the accreditation criteria
of a company and give advice for rectification whenever appropriate. The
duration of accreditation process will depend on the completeness of information
submitted to C&ED, the complexity of a company’s business operations and the
number of sites where joint validation will be conducted.

Assistance / Enquiries

8. C&ED will offer guidance to interested local enterprises during the
application process whenever required. The companies may contact C&ED for
assistance or enquiries:

Customs and Excise Department

Office of Trade Relations and Public Communication
Room 3219, 32/F

Customs Headquarters Building

222 Java Road, North Point

Hong Kong

Telephone: (852) 3759 2153 (Monday to Friday 9:00 am to
6:00 pm (except public holidays))

Fax: (852) 3108 2311
E-mail: aeo@customs.gov.hk
9. Under the Programme, there is no requirement for an applicant to hire a

professional consultant to make risk assessment during the application, which is
totally up to the applicant’s discretion.

*kkkhkik
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Chapter 4 - Post Accreditation Management

As a voluntary partnership initiative, the Programme is largely built on
traders’ commitment to supply chain security. C&ED will monitor the continuous
compliance of the relevant security / safety standards by the accredited companies.

Accountability

2. A company will be granted a Hong Kong AEO certificate upon
successful accreditation. The accredited company should ensure the maintenance
of appropriate standards granted in the AEO certification. Non-compliance with
the standards should be reported to C&ED as soon as possible.

3. Any changes to the company’s business that may affect its AEO status
should be timely reported to C&ED. These changes include, but not limited to:

(@) legal entity;

(b) business address / nature / structure;

(c) senior personnel responsible for customs-related matters;
(d) accounting / information system; and

(e) security management system.

4, Upon receipt of the notification, C&ED will evaluate the implications
arising from such change(s) for the AEO status granted to a company on a
case-by-case basis. An AEO should note that changes of a company’s
information (e.g. legal entity, business nature, etc.) may result in the invalidation of
the AEO status. Re-application for the AEO status in the name of the new legal
entity may be required.

Validity, Renewal and Withdrawal
5. A Hong Kong AEO certification is valid for three years. A company

can renew its certification by writing to C&ED six months before the expiry of its
AEO status.
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6. Likewise, the company can lodge a written request with reasons for
withdrawal from the Programme. The AEO status and associated benefits will be
removed upon its withdrawal.

Suspension and Revocation

7. C&ED may suspend a company’s AEO status on several occasions
including:

(@) non-compliance with the criteria for the AEO certification;
(b) existence of non-rectified security weaknesses; or

(c) commission of a Customs offence or an offence involving
fraudulence, corruption or dishonesty.

8. In addition, an AEO status can be revoked if the company:
(a) fails to make necessary rectifications after a suspension of status; or

(b) has committed a serious Customs offence or an offence involving
fraudulence, corruption or dishonesty.

9. Upon revocation, the company will have its AEO status and associated
benefits removed and may not re-apply for AEO certification within two years.

*kkkhkk
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SUBREE 1
See Note 1

SUBfEE 2
See Note 2

RLUFHEE 3
See Note 3

Annex 1

& W IE W
CUSTOMS AND EXCISE DEPARTMENT
@
B s B T AR OB A L AT AR R e
Application Form for Hong Kong NS
Authorized Economic Operator (AEO) Programme AEO

HONG KONG
Authorized Economic Operator
ERRTEARES

BIE —EER

Part | General Information

1 I 55 =487 Type of AEO Certificate Applied

O —4k Tierl O %4k Tier2

BN AFAEH

Part 11 Company’s Information

2. | AW %HE Company Name

H13Z (In Chinese)

3L (In English)

3. INEIREM (g4 me)  Registration of Company (for limited company)

N A FE & 2y 7 47 5% Companies Registry Company No.

4. | BT Business Registration

7 36 5 50 S5 9545 Business Registration Certificate No.

AT B FCREFEAS Branch Registration Certificate No(s).

5. B EHES Place(s) of Business

Office(s)

Ba

Warehouse(s)

Wil 5
Manufacturing
Plant(s)

(1707 AN 7 57 17 AT B Please use a separate sheet of paper if there is not enough space)
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SUBfEE 4
See Note 4

RLIGEES
See Note 5

R 6
See Note 6

RUBEE 7
See Note 7

B

AEIER D

Part Il Company’s Information (Cont’d)
6. SEFSHIE Line of Business
(#5211 1=y 375 8) Please list all principal activities)
O & O EOE O HEe O &aEE
Manufacturer Importer Exporter Warehouse Operator
O HiEAR O Bl s O ZKEM O Hfib
Freight Forwarder Terminal Operator Carrier Others
(HJ 242 j*—1F You may choose more than 1 item)
7. | fRE%H Number of Employees
€t 1=NWN /& S/ BRIy 2 TN
No. of Full-time Employee No. of Part-time/Casual Staff
8. #HHE4 Name(s) of Directors
HC 4 Name in English
k4 Name in English
k4 Name in English
(1 55 (7 AN JEEH 5 55 17 AT IE 7 Please use a separate sheet of paper if there is not enough space)
9. | AwEl@#EHLE Correspondence Address of the Company
10. | ER T4 A% TE R 5T 8 N | B 4% A Company Contact Person for AEO Programme
4 Name
EEREL 1IN B4A7 Designation
Designated
Contact #nh Phone No.
BE Email
w4 Name
T\ B Designation
Other Contact(s) =% Phone No.
HIHE Email
(M5 7510 /77 3 77 17 A & Please use a separate sheet of paper if there is not enough space)
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BE AT

Part Il Application Documents

11. | HE5CF Application Documents

A BB H R 5 1R 2 LA R SO
Please attach the following documents:

O  A#REW / Fii 4 a5 E Copy of Certificate of Incorporation / on Change of Name
O AWM EESEHHRE Annual Return to Company Registry (NAR1)

O FEBEERIA Copy of Business Registration Certificate

O M 7%5Cs8REIA Copy of Branch Registration Certificate(s)

O A= #4%E Organization Chart of the company

O &Fr-FiilE Site Plan(s)

O L fE A Process Map of Supply Chain(s)

O EEFRHELEZIHEHE Audited Financial statements of the last two years

O  BRFEEEE L AR S Self-assessment Questionnaire and supporting documents

BIVE HEREFBRWEREER T
Part IV Enquiries on Hong Kong AEO Programme

kit Address s HHREE Customs and Excise Department
= 2 REA T A S Rl Office of Trade Relations and Public
Communication
Fpk Room 3219, 32/F
;gﬁjgﬁzqzz sk Customs Headquarters Building

222 Java Road, North Point

VR B4R A% 32 4% 3219 = Hong Kong

TEEEYENE Telephone :  (852) 3759 2153

(BM—2 A LA U E TSR SR A1)
(Monday to Friday 9:00 am to 6:00 pm (except public holidays))

T F M E-mail . aeo@customs.gov.hk
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BFVE =BH

Part vV Declaration

ARNGEIEY], A HEEE Rl RS M LRI SO R R, 58 U A A
I hereby declare that all the information given in this application and in all documents submitted herewith is true and
accurate.

FEFEATAS B 5 DL P Gl 22 0 s 3 P AR 8 S pa e IRy, A N B SR Y 3 S A N ARk S AR A
By tendering this application form for joining the Hong Kong Authorized Economic Operator (HK AEO) Programme, |
acknowledge my understanding and acceptance of the following terms and conditions:

o RMEAMERREE M AT #E G RS , BARANARREA . NEECE . AR L/ B AR AR
L TR HEIEAT H AR
To conduct self-assessment of my company’s profile, internal policies, operating processes and/or other security
and safety measures against the requirements stated in the Guidelines on HK AEO Programme (Guidelines);

o R EIEHERARECE, ARG T ORISR, &/ BURBARN A RRSERH, DRPE#t
JRE SR - 1)L
To document the assessment findings for verifying compliance with the Guidelines and/or determining risk in
my company’s supply chain based upon its business model;

o fERIAFEET, MERBER GERD RAZHZMHER. BREHERE, ARSI N FI R
To provide in the application the completed application form, self-assessment questionnaire, and supporting
documents as specified in the Guidelines to the Customs and Excise Department (C&ED);

o EHIRHR AHAN ST N BT B R R AT AT B O MEAE AL SO /bR A AT A e S R
To inform C&ED immediately of any change in the particulars declared on this application form and in all
submitted documents any time before the starting of or during the documentary check(s) / on-site validation(s);

o (EIRMEAT UM AL / IRA NN F G T N B R Ry, SR AL S R SRR B DAL
To offer adequate and reasonable assistance to C&ED on documentary check(s) / on-site validation(s) at my
company’s operating premises; and

o TEREMGREREIR, SRR ENAMAENAF SR,
To allow C&ED to publish on its homepage the name of my company once accredited.

ANCEIE L AARGEERNER TENERERY ] .

I have read and understood the “Personal Information Collection Statement” stated in this application form.

AN KRS AR A 5 2, B N IR sg A B s A ] (K B A kL

I understand and agree that all information I submit in relation to this application will be verified by the C&ED as required.

( ) /A ) # % Company Chop

% & Signature *
( 4 4% Full Name)

B 7. Position in Company H # Date

* SR EATE B G AT E S R B ENHETFH L 7] dr F )N, T AT 1E A2 TR g, (K A 7] {73
Except for sole proprietorship or partnership, the person who signs this application shall have a written authorization from a
director of the company to make this application and act on behalf of the company.
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EEHRRUKEBRERT#FFERAM
Notes for Guidance on Application for
Hong Kong Authorized Economic Operator (AEO) Programme

MaEl - ARAAEERME (AR REMEE ] & (A EkamaEmEsE ] (s Ak,
Note For limited company, please provide a copy of your Certificate of Incorporation and
Certificate of Incorporation on Change of Name (if any).

Mak2 - EEIRME TREEREE] K& [T &R Bl

Note Please provide a copy of your Business Registration Certificate and Branch Registration
Certificate(s).

MiaE3  —  GEIRALE SEHbER RIS Y I

Note Please provide site plan(s) of your place(s) of business.

MiEE4 - EERRAL AL IESE 1R I

Note Please provide a process map of your supply chain(s).

MEESs  —  EHIRMLEBSRORHARE R R AR AN BRCE .

Note Please provide a detailed organization chart showing the deployment of staff in your
company.

MiaEe —  HRA R AR IR o w R A R .

Note For limited company, please provide your latest Annual Return to Company Registry
(NAR1).

MieE7 - EETRESEA B A SRR AR T A AR AV I AK LA, 4R WAk A\ TR A F

Note WAREH | GRN ) ERREUAAERL A [ EEEE st # | 2588k, A

AT [ B 2 YR A B s A 17 B ol A

Please appoint a designated officer as the point of contact for AEO accreditation and
subsequent on-going co-operations. This designated officer shall be authorized by the owner /
partner / director of the company to represent the company in the HKAEO Programme. You
may also assign other contact persons to assist in the co-operations under this Programme.
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AR RHEEH

Personal Information Collection Statement

Wede BORHET B B

Purpose of Collection

L. TR SR A RS R T IR AL N R, HIE TR A — THE 2 TH i

The personal data provided in this form will be used by the Customs and Excise Department for one or more of the

following purposes:

o B M P A R AR W] AR A T R A U ) R
Considering and processing applications for the Hong Kong Authorized Economic Operator Programme;

o AT HEIERE 5 TR S MRS
Discharging various duties and functions of the Customs and Excise Department;

o FUENR /B A A BAE R A EE K
Facilitating communications between you / your company and staff members of the Customs and Excise
Department; and

o TS B A R AT A 2 S R 4R 51 A S A AR A R B A (S R SR D) BRYERE SR AR 0T, BLiEAT Y
Vg T JRy A AT R T A I 2 T T PR LR AT TR A AR AR B 22 A
Facilitating mutual recognition of the Authorized Economic Operator status and subsequently related
arrangements with overseas Customs Administrations as provided in the Guidelines on Hong Kong Authorized
Economic Operator Programme and the World Customs Organization Framework of Standards to Secure and
Facilitate Global Trade.

2. FEAS R G AR ML AN 76 8 BN YETE 1) S0OR) AT RE & 52 AR TS o PP S 128 SR B 2, I HPT RS B H A

12 i P T R

Incomplete or inaccurate information provided in the form may affect our consideration and processing of the

application, and may result in the application being deferred or rejected.

BXERERHIEER

Classes of Transferees

3.

RRAT LR 1 BUTR B, BCE R T AR RE SO 2 2R P R Iy, AR AR SR P SR B A (8 N R el 1)
FARBURF IR SR =) S 1T / R i

The personal data provided in this form may be disclosed to other Government bureaux and departments /
enforcement agencies for the purposes mentioned in paragraph 1 above; or where such disclosure is authorized or
required by law.

2B R BUEE A B R

Access to and Correction of Personal Data

4.

R CEAER CRABE) 1) , IR RER B & ORI N R IRE 7 B AR 35 A HE S A B R IN
PRIE N R EIAS, AR BRI G ASER T AT DU B RS 2 B R 255K, m) RSO 22 2
Under the Personal Data (Privacy) Ordinance, you have a right of access to and correction of your personal data. Your
right of access includes the right to obtain a copy of your personal data provided in this form. In accordance with the
terms of the Ordinance, we have the right to charge a reasonable fee for the processing of any data access request.

ARAAERARELNENER, OIFERSRSIEER, T T ANBRH:
Enquiries concerning the personal data collected by this form, including the request for access to and correction of
personal data, should be addressed to:

Mail: Customs and Excise Department T2 HHE TR
Office of Departmental Administration N AT BRI
Executive Officer (Personnel)3 FTECEAE (NE) 3
31/F, Customs Headquart_ers Building ot |l U e 222 3%
222 Java Road, North Point, 4 b 31 A
Hong Kong A [5#] 4T 31
Telephone:  (852) 3759 3841 TEE:. (852) 3759 3841
Fax: (852) 3108 2305 HH: (852) 3108 2305
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Annex 2

Hong Kong Authorized Economic Operator (AEO) Programme
Self-assessment Questionnaire

Customs and Excise Department (C&ED) is committed to assisting
the industries to obtain the status of Hong Kong Authorized Economic
Operator (HK AEO).

2. This self-assessment questionnaire aims at assisting applicants to
evaluate their readiness for the AEO accreditation. It also assists applicants
to examine if their internal policies and operational procedures comply with
the pre-determined criteria under the HK AEO Programme.

3. The Guidance notes under each question provide hints for applicants
to prepare the supplementary information and supporting documents required
by C&ED for processing their applications.

4, Applicants should furnish C&ED with accurate and comprehensive
information as far as possible. Customs officers will verify the accuracy of
the information during the validation process.

5. Where necessary, applicants may provide C&ED with supporting
documents that are not mentioned in the Guidance notes to demonstrate their
compliance with the security / safety criteria stipulated in the Guidelines on
HK AEO Programme.

Reference links:

World Customs Organization:
http://www.wcoomd.org/en/topics/facilitation/instrument-and-tools/frameworks-of-standard
s/safe package.aspx

International Organization for Standardization (ISO):
http://www.iso.org/iso/store.htm

*kkkhkk


http://www.wcoomd.org/en/topics/facilitation/instrument-and-tools/frameworks-of-standards/safe_package.aspx
http://www.wcoomd.org/en/topics/facilitation/instrument-and-tools/frameworks-of-standards/safe_package.aspx

(a) Customs Compliance

Question

Yes

No

Have your company and / or the directors / partners / sole proprietor /
persons in charge of the applicant’s business been convicted of or
summonsed for any Customs offences or other offences involving
fraudulence, corruption or dishonesty in the past two years?

Guidance notes

You have to make a declaration to C&ED in respect of any conviction of
Customs offences or any offences involving fraudulence, corruption or
dishonesty that your company and / or its directors / partners / sole
proprietor and / or persons in charge of the business have committed in the
past two years.

Should there be any conviction records, please provide C&ED with details
of the offences and penalties given.

Customs offences are offences committed under the following Ordinances:

Import and Export Ordinance (Cap. 60)

Post Office Ordinance (Cap. 98)

Dutiable Commodities Ordinance (Cap.109)

Pesticides Ordinance (Cap. 133)

Dangerous Drugs Ordinance (Cap. 134)

Antibiotics Ordinance (Cap. 137)

Pharmacy and Poisons Ordinance (Cap. 138)

Control of Chemicals Ordinance (Cap. 145)

Plant (Importation and Pest Control) Ordinance (Cap. 207)

10. Weapons Ordinance (Cap. 217)

11. Firearms and Ammunition Ordinance (Cap. 238)

12. Dangerous Goods Ordinance (Cap. 295)

13. Reserved Commodities Ordinance (Cap. 296)

14. Air Pollution Control Ordinance (Cap. 311)

15. Customs and Excise Service Ordinance (Cap. 342)

16. Trade Descriptions Ordinance (Cap. 362)

17. Control of Obscene and Indecent Articles Ordinance (Cap. 390)
18. Ozone Layer Protection Ordinance (Cap. 403)

19. Drug Trafficking (Recovery of Proceeds) Ordinance (Cap. 405)
20. Rabies Ordinance (Cap. 421)

21. Toys and Children's Products Safety Ordinance (Cap. 424)

22. Organized and Serious Crimes Ordinance (Cap. 455)

23. Consumer Goods Safety Ordinance (Cap. 456)

24. Mutual Legal Assistance in Criminal Matters Ordinance (Cap. 525)
25. Copyright Ordinance (Cap. 528)

26. Prevention of Copyright Piracy Ordinance (Cap. 544)

27. Chinese Medicine Ordinance (Cap. 549)

28. Chemical Weapons (Convention) Ordinance (Cap. 578)

29. Prevention of Child Pornography Ordinance (Cap. 579)

30. Protection of Endangered Species of Animals and Plants Ordinance (Cap. 586)
31. Food Safety Ordinance (Cap. 612)

32. The Cross-boundary Movement of Physical Currency and Bearer
Negotiable Instruments Ordinance (Cap. 629)

CoNoURWNE




(b) Maintenance of Commercial Records

Item Question Yes | No Reference
Standard

1 | Do you have an established record system to L1 | OJ | 1SO 9001: 2015
maintain your commercial records?, Section 7.5.3

authorizations, licences, permits, certificates or
other relevant documents relating to the
importation or exportation of goods?

Guidance notes

If your answer is “Yes”, you have to provide
C&ED with the indexing method and filing
procedures for keeping the following records:

certificate of origin;
licences and permits for dutiable commodities;

import and export permits for controlled
chemicals;

carriage licences for prescribed articles;

import licences for pharmaceutical products
and medicines;

import licences, import certificates and export
authorizations or diversion certificates from
exporting country for dangerous drugs;

import and export licences for strategic
commodities; and

authorizations for articles the import or export
of which are prohibited or controlled under the
laws of Hong Kong.

1 Commercial records include sales orders, purchase orders, inventory records, delivery orders, production records,
accounting documents (e.g. invoices, credit and debit notes, payment vouchers, etc.) and shipping documents (e.g. bill
of lading, air waybills, etc.)

3 -




Item Question Yes | No Reference
Standard
2 Do you conduct internal audit on systems and ] | [J | SAFE
records at planned intervals? Framework
. Annex IV “AEO
Guidance notes Conditions,
If your answer is “Yes”, you have to provide Requirements
C gED with: y P and Benefits”
' Item B
a list of responsible persons for conducting the
internal audit;
a copy of the schedule or action plan for
conducting the internal audit;
information about the methodology for
auditing the computerized commercial records;
and
latest internal audit reports.
You will also be required to conduct a real-time
demonstration of how to safe-keep and retrieve
commercial records.
3 Do you have procedures in place to define the 1 | OJ |1S09001: 2015

controls for identification, storage, protection,
retrieval, retention and disposition of your
commercial records?

Guidance notes

If your answer is “Yes”, you have to provide
C&ED with information about:

the time when commercial records will be
classified as inactive and be archived;

the ways and media to archive commercial
records;

the place(s) where the archived commercial
records are kept;

the authority for approving the retrieval of
archived commercial records;

the retention period of archived commercial
records; and

the schedule for disposing of obsolete
commercial records.

Section 9.2




Item Question Yes | No Reference
Standard
4 | Do you have security measures to protect your 1| O | sAFE
computerized record system from unauthorized Framework
access? Annex IV “AEO
Conditions,

Guidance notes

If your answer is “Yes”, you have to provide
C&ED with:

information about the security measures (e.g.
RFID tag, barcode system, password, smart
card, token, etc.) adopted; and

procedures for safe-guarding commercial
records from being accessed by unauthorized
persons.

Requirements
and Benefits”
Item B




(c) Financial Soundness

Item Question Yes No
1 For Limited Company:
Do you have a copy of the Auditor’s Reports, or any [] []
other documents that can show the financial status of
your company, for the last two financial years?
For Sole Proprietorship / Partnership Company:
Do you have the following financial documents to justify [] []

the financial soundness of your company:

2zi Professional Accountant’s Reports or any other
documents that reflect the financial status of your
company for the last two financial years; or

2z unaudited financial statements (certified by the sole
proprietor / all partners of the company) and other
financial documents covering the latest two financial
years?

Guidance notes

If your answer is “Yes”, you have to provide C&ED with a
copy of the above-mentioned documents.

While the above-mentioned documents are not exhaustive,
you may provide C&ED with any relevant financial
documents that you think fit including debtors and
creditors aging reports, loan repayment schedules, profit
forecasts, budget plans and financial ratio analysis reports.




(d) Premises Security and Access Control

Item Question Yes | No Reference
Standard
1 | Are the main entrances / exits, external and 1| OO | SAFE
internal windows, and doors secured with locking Frameworli
devices or other access monitoring / control Annex IV “AEOQ
measures? Conditions,
] Requirements
Guidance notes and Benefits”
If your answer is “Yes”, you have to provide Item |
C&ED with:
a site plan (Annex 4 of the Guidelines on
HK AEO Programme) of your premises (e.g.
warehouse, production plant, etc.) depicting the
areas where cargoes are handled,
manufactured, packed, consolidated, stored, or
loaded / unloaded,;
information about the specifications and types
of locking devices; and
information about the access control measures.
2 Are the main entrances / exits, external and [1 | ] | SAFE
internal windows, and doors maintained by Framework
periodic inspection and repair? Annex IV “AEOQ
Conditions,

Guidance notes

If your answer is “Yes”, you have to provide
C&ED with:

procedures for governing the requirements for
periodic inspection and repair;

inspection and repair records of your premises
(including both indoor and outdoor areas)
where cargoes are handled, manufactured,
packed, consolidated, stored, or

loaded / unloaded; and

a copy of the maintenance contract or
agreement signed between you and the
maintenance agent (e.g. building management
agent, maintenance contractor, etc.),where
applicable.

Requirements
and Benefits”
Item |




Item Question Yes | No Reference
Standard
3 | Do you have designated staff to control all access | [ | [L] | SAFE
control devices (e.g. locks, keys, access cards, Framework
etc.)? Annex IV “AEO
; Conditions,
Guidance notes Requireme.nts
If your answer is “Yes”, you have to provide and Benefits”
C&ED with: Item |
a list of names and post titles of staff
responsible for premises security and access
control;
information about the security measures adopted
for safe-keeping the access control devices such as
locks, keys or access cards; and
procedures for safe-keeping and monitoring the
access control devices with information on:
- storage of access control devices;
- issuing / retrieval records;
- log-in / log-out records;
- mechanism for reporting losses of
keys / access cards, and malfunctions of the
access control systems; and

- investigation into any reported losses of
keys / access cards and malfunctions of the
access control systems.

4 Is there adequate lighting provided inside and 1 | OJ | SAFE
outside the premises, particularly the entrances Frameworlf‘
and exits, as well as cargo handling and storage Annex IV “AEOQ

Conditions,

areas?
Guidance notes

If your answer is “Yes”, you have to demonstrate
to C&ED that:

adequate lighting inside and outside the
premises is in place where cargoes are handled,
manufactured, packed, consolidated, stored, or
loaded / unloaded; and

emergency lighting system and energy saving
practices are in place for use during emergency
and non-operation hours.

Requirements
and Benefits”
Item |




Item Question Yes | No Reference
Standard

5 Do you have procedures in place to monitor and ]| [ | SAFE
control the vehicles and persons entering or Frameworli
exiting the premises? Annex IV “AEQ

. Conditions,
If your answer is “Yes”, you have to provide and Benefits”
C&ED with: Item |

information about the access control measures

in place to prevent unauthorized access to the

respective control areas;

procedures for recording, where appropriate,

the vehicle registration number, time and

identity, etc. of persons / vehicles entering or

exiting the premises; and

information about the retention period for the

entry / exit records.

6 Do you have procedures and training for staff to [ | [ | 1SO 28001: 2007
report any suspicious incidents or unauthorized Section A.3.3
access to the premises?

Guidance notes

If your answer is “Yes”, you have to provide

C&ED with:
information about the mechanism for reporting
any unauthorized access and irregularities
found; and
procedural guidelines, training materials and
attendance records relating to the security
training.

7 Do you designate and secure a restricted areafor | [] | [] | SAFE
cargo processing and storage? Framework
Guidance notes Annex IV “AEO

Conditions,

If your answer is “Yes”, you have to provide
C&ED with:

information about locations of these designated
areas on the site plan (Annex 4 of the
Guidelines on HK AEO Programme);

access control measures for these areas
(including how unauthorized access is
prevented and reported); and

information about the security measures
(CCTV, identity checkpoints, access permits,
etc.) adopted for safe-guarding the designated
areas.

Requirements
and Benefits”
Item |




Item Question Yes | No Reference
Standard
8 | Do you have appropriate security technologies or | [1 | [ | 1ISO 28001: 2007

measures to safeguard the premises, such as the
installation of theft alarm / CCTV monitoring
system and employment of security guards?

Guidance notes

If your answer is “Yes”, you have to provide
C&ED with:

premises layout plans showing clearly the
locations where the theft alarm devices,
motion detectors, and CCTV cameras (with
coverage) are installed;

details about the operation of the CCTV
system including:

- procedures for monitoring, keeping, and
disposing of CCTV images recorded,

- the storage media of CCTV image;

- locations of server and recording devices;

- information about external agencies
involved in operating and maintaining the
CCTV system §e_.g. security agent, building
management office, etc.); and

- a list of false alarm records in the past 12
months.

detailed information about the deployment of
security guards including:

- frequency of patrol and inspection;
- locations of security checkpoints;

- mechanism for reporting and recording
patrol outcome, and irregularities found; and

- procedures for handling suspicious items
and irregularities found.

Section A.3.3
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(e) Personnel Security

ltem

Question

Yes

No

Reference
Standard

Do you require prospective staff to declare any
previous conviction of Customs offences or other
offences involving fraudulence, corruption or
dishonesty in the recruitment process?

Guidance notes

If your answer is “Yes”, you have to provide
C&ED with:

guidelines, security requirements, and
employment policy for recruiting staff;

information about the mechanism for
prospective staff to report their previous
convictions of the aforesaid offences;

copies of the relevant application and / or
declaration form;

procedures for conducting checks on previous
employment history and employers’
recommendations of prospective staff; and

recruitment interview records where necessary.

ISO 28001: 2007
Section A.3.3

Do you require your current staff to report to the
management any conviction of Customs offences
or other offences involving fraudulence,
corruption or dishonesty?

Guidance notes

If your answer is “Yes”, you have to provide
C&ED with:

information about the mechanism for existing
staff to report their convictions of the aforesaid
offences (including cases under investigation);

relevant reports of conviction of / involvement
in the aforesaid offences of existing staff; and

information about the actions taken by your
company upon receipt of the

conviction / investigation notices submitted by
existing staff.

ISO 28001: 2007
Section A.3.3

-1 -




Item Question Yes | No Reference
Standard
3 Do you require your staff to display their staff 1| OO | SAFE
identity cards prominently at all times within the Frameworli
company premises? Annex IV “AEO
) Conditions,
Guidance notes Requirements
If your answer is “Yes”, you have to provide ?tnd E3enef|ts
C&ED with: em
procedures for requiring staff to display
prominently their identity cards on their
persons within the company premises;
an outline of the design and functions of your
company’s staff identity card (e.g. availability
of staff photos on the identity cards, provision
of access control functions, etc.);
procedures for issuing, retrieving, and
reporting losses of staff identity card; and
procedures for monitoring staff access to areas
where cargoes are handled, manufactured,
packed, consolidated, stored, or
loaded / unloaded.
4 Do you have procedures in place to immediately 1 | OO | 1SO 28001: 2007

cancel the authorization for a terminated staff
member to gain access to your premises and
information systems?

Guidance notes

If your answer is “Yes”, you have to provide
C&ED with details of the measures adopted for
terminating staff and cancelling their access
authorizations which should include:

appointing designated staff to cancel the access
authorization; and

recording properly the details of the
cancellation including effective date, time and
parties informed.

Section A.3.3
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(f) Cargo Security

ltem

Question

Yes

No

Reference
Standard

Do you have a security policy manual or
guidelines to uphold cargo integrity?

Guidance notes

If your answer is “Yes”, you have to provide
C&ED with your security manual or guidelines.

Do you keep your cargo in a secure area and have
procedures in place to restrict, detect and report
unauthorized access?

Guidance notes

If your answer is “Yes”, you have to provide
C&ED with procedures for:

monitoring the access control of the cargo
storage areas;

preventing and detecting any unauthorized
access to cargo storage areas; and

reporting and handling irregularities found.

ISO 28001: 2007
Section A.3.3

Do you have a mechanism in place to identify the
staff delivering or receiving cargo to / from your
company?

Guidance notes

If your answer is “Yes”, you have to provide
C&ED with:

procedures for identifying persons involved in
delivering or receiving cargoes to / from your
company;

procedures for receiving or releasing cargoes
outside office hours;

recent identification records of persons
involved in delivering or receiving cargoes
to / from your company; and

records of persons involved in delivering,
releasing and receiving cargoes.

ISO 28001: 2007
Section A.3.3

- 13 -




Item Question Yes | No Reference
Standard
4 Do you deploy designated staff to supervise cargo 1] |iso 28001: 2007
operations and handle any irregularities found in Section A.3.3
accordance with the established procedures?
Guidance notes
If your answer is “Yes”, you have to provide
C&ED with:
a list of names and post titles of staff
responsible for supervising cargo operations;
procedures for handling and reporting
suspicious or illegal consignments found; and
checklists for reconciliation of all incoming
and outgoing cargoes against relevant shipping
documents.
5 Do you have procedures in place to secure and ]| O | SAFE
control the cargo under your custody throughout Frameworlf‘
the course of delivery? Annex IV “AEO
Conditions,

Guidance notes

If your answer is “Yes”, you have to provide
C&ED with:

procedures for upholding cargo security
throughout the course of delivery; and

procedures for handling any irregularities
found during the course of delivery.

Requirements
and Benefits”
Item G

- 14 -




ltem

Question

Yes

No

Reference
Standard

Do you have measures in place to prevent
security seals from being tampered with and
handle irregularities found?

Guidance notes

If your answer is “Yes”, you have to provide
C&ED with:

procedures for monitoring the issue and
application of seals, checking of the seals
affixed, and reporting any irregularities relating
to seal application;

a list of names and post titles of staff
responsible for carrying out the aforesaid
seal-controlling duties;

recent seal inventory records; and

procedures for ensuring that seals are properly
affixed to all containers under your custody
irrespective whether the containers are

fully / partially loaded.

ISO 28001: 2007
Section A.3.3

Do you have a mechanism in place to ensure that
the physical structures and locking facilities of
the conveyances are kept in a good condition
without being tampered with?

Guidance notes

If your answer is “Yes”, you have to provide
C&ED with:

procedures for inspecting the exterior and
interior structures of conveyances including:

- front wall;

- left side;

- right side;

- floor;

- ceiling / roof;

- inside and outside doors;

- outside and undercarriage; and

recent inspection records.

1ISO 28001:; 2007
Section A.3.3
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ltem

Question

Yes

No

Reference
Standard

Do you have procedures in place to monitor cargo
storages and inventory kept therein by conducting
regular inspections and audit checks?

Guidance notes

If your answer is “Yes”, you have to provide
C&ED with:

procedures for monitoring and checking of
cargo storages as well as inventory kept
therein; and

recent audit / inspection reports, reconciliation
records and stock-take records with
information on:

- particulars of importers and exporters; and

- particulars of cargo including type, quantity,
weight, storage location, etc.




(g) Conveyance Security

Item Question Yes | No Reference
Standard
1 Do you keep your conveyances in a secure area? L1 | OJ | 150 28001: 2007

Guidance notes

If your answer is “Yes”, you have to provide
C&ED with:

For companies with self-owned conveyance
fleet

a list outlining the following information of
each conveyance:

- vehicle / vessel registration number;
- type of vehicle / vessel,

- vessel name;

- driver / coxswain name; and

- parking / berthing location;

information about security and access control
measures adopted for managing the parking
area;

a floor plan indicating the locations of security
devices (e.g. CCTV camera, motion detector,
etc.) installed at the parking area; and

recent conveyance key issuing / retrieval
records.

For companies without self-owned
conveyance fleet

procedures for outsourcing the conveyance
service to service providers; and

procedures for monitoring the service
providers’ performance, particularly the level
of security compliance stated in the contract.

Section A.3.3




ltem

Question

Yes

No

Reference
Standard

Do you regularly inspect the conveyances for
potential places of concealment of illegal goods
and keep the inspection records?

Guidance notes

If your answer is “Yes”, you have to provide
C&ED with:

procedures for inspecting your conveyances /
containers; and

recent inspection records.

ISO 28001: 2007
Section A.3.3

Do you provide conveyance operators with
security rules, procedures or guidelines to
maintain security of conveyances and cargo at
all times?

Guidance notes

If your answer is “Yes”, you have to provide
C&ED with:

copies of the security rules, procedures or
guidelines issued to your conveyance
operators; and

issue / receipt records relating to the aforesaid
security rules, procedures or guidelines for
conveyance operators.

1ISO 28001:; 2007
Section A.3.3

Do you have procedures in place to track and
monitor the conveyance activities and cargo
situation throughout the local transportation
process?

Guidance notes

If your answer is “Yes”, you have to provide
C&ED with:

procedures for tracking and monitoring the
activities of your conveyances and cargo
throughout the local transportation process;

procedures for handling itinerary deviation
incidents and emergency; and

recent drill records.

1ISO 28001: 2007
Section A.3.3

- 18 -




Item Question Yes | No Reference
Standard
5 Do you have procedures in place to report any [1 | T | 1SO 28001: 2007

irregularities concerning the conveyances?
Guidance notes

If your answer is “Yes”, you have to provide
C&ED with:

procedures for reporting any irregularities
found concerning the conveyances; and

recent reports on security incidents concerning
the conveyances.

Section A.3.3
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(h) Business Partner Security

ltem

Question

Yes

No

Reference
Standard

Do you have procedures in place to screen and
select your business partners before entering into
contractual relations?

Guidance notes

If your answer is “Yes”, you have to provide
C&ED with procedures to screen and select your
business partners, such as suppliers, service
providers, contractors, etc.

Do you have security requirements incorporated
into the written contracts / agreements with your
business partners, and / or do you request
business partners to provide security declarations
to ascertain their level of security compliance?

Guidance notes

If your answer is “Yes”, you have to provide
C&ED with:

a copy of the contracts / agreements with
security terms signed with your business
partners; and / or

a copy of the security declarations made by
your business partners.

ISO 28001: 2007
Section A.4.1

Do you regularly review your business partners’
practices to ensure their compliance with your
security requirements stated in the contracts or
security declarations?

Guidance notes

If your answer is “Yes”, you have to provide
C&ED with:

procedures for monitoring your business
partners to ensure that they comply with your
security requirements laid down in the contract
or security declaration; and

records showing the recent reviews on the level
of compliance of your business partners.

1ISO 28001:; 2007
Section A.3.3




(i) Security Education and Training

ltem

Question

Yes

No

Reference
Standard

Do you provide specific security training to
staff, particularly those engaging in tasks
associated with international supply chain
activities?

Guidance notes

If your answer is “Yes”, you have to provide
C&ED with:

a list of names and post titles of staff
responsible for organizing internal seminars on
international supply chain security training;

a brief outlining the security training
programmes organized,

copies of relevant training materials; and

recent training schedules and related
attendance records.

ISO 28001: 2007
Section A.4.1

Do you have a proper communication channel to
keep your staff well aware of the security and
safety measures of your company?

Guidance notes

If your answer is “Yes”, you have to provide
C&ED with:

procedures for updating your staff with the
latest security news / incidents; and

copies of relevant notification records.

ISO 28001: 2007
Section A.4.1

Do you maintain a system to ensure that
Guidance notes / handouts for training are
properly kept?

Guidance notes

If your answer is “Yes”, you have to provide
C&ED with:

procedures for keeping the training materials
properly and systematically; and

a list of names and post titles of staff
responsible for keeping the training materials.

ISO 28001: 2007
Section A.4.2
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(J)) Information Exchange, Access and Confidentiality

Item Question Yes | No Reference
Standard

1 Do you have security policy and control measures 1] 0O |1so 28001: 2007
in place to protect your information system Section A.3.3
against unauthorized access and / or misuse?

Guidance notes

If your answer is “Yes”, you have to provide
C&ED with:

information about your security policy and
control measures adopted for protecting your
information systems; and

a demonstration of the security measures
adopted for protecting your information system
and detecting unauthorized access.

2 Do you have procedures in place to ensure that 1 | ] | 1SO 28001: 2007
your cargo information is legible, complete, Section A.3.3
accurate, and protected against misuse and
unauthorized alteration?

Guidance notes

If your answer is “Yes”, you have to provide
C&ED with the procedures for securing cargo
information which should include:

appointing designated staff to handle
information of cargo shipments;

ensuring that consignments are properly
covered by licences, permits or certificates
where necessary;

putting in place mechanism to ensure that
cargo information is legible, complete and
accurate;

updating timely cargo information; and
conducting reconciliation of cargo information

against the source documents by designated
staff.
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ltem

Question

Yes

No

Reference
Standard

Do you have designated staff to identify any
breaches or attempted breaches of information
security?

Guidance notes

If your answer is “Yes”, you have to provide
C&ED with:

a list of names and post titles of staff
responsible for monitoring the security of your
information systems;

information about your mechanism /
procedures for detecting security breaches;

recent records of security checks; and
incident reports on previous security breaches

and / or abnormal incidents identified where
applicable.

ISO 27001: 2017
Al6.1l

Do you have a proper system in place to ensure
that sensitive data are only made available to
authorized staff, and documents are properly
kept, transferred and disposed of?

Guidance notes

If your answer is “Yes”, you have to provide
C&ED with:

procedures for safekeeping of documents,
particularly those in relation to the retrieval,
transfer, storage and destruction of documents;

information about the equipment /
documentation system supporting the
activities; and

information about the document classification
system and the disposal methods adopted for
disposing of general and sensitive documents.

ISO 27001: 2017
A8.2
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Item Question Yes | No Reference
Standard
5 Do you have back-up facilities in place to 1] O |1so 28001: 2007
safeguard business data against loss or being Section A.12.3

deleted accidentally?

Guidance notes

If your answer is “Yes”, you have to provide
C&ED with:

procedures for safeguarding / archiving data;

information about the following aspects:

the data retention period of the computer
system;

frequency of archiving information;
the media for keeping the data;

the place for keeping the archived data and
documentary information;

the personnel responsible for archiving data,
system maintenance and recovery;

the personnel authorized to approve the
retrieval of archived data and documentary
information;

the way to recover the back-up business
information; and

the frequency of conducting drills on
business information recovery.
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(k) Crisis Management and Incident Recovery

ltem

Question

Yes

No

Reference
Standard

Do you have a contingency plan in place to deal
with crisis, ensure business continuity, and
reactivate the entire security system?

Guidance notes

If your answer is “Yes”, you have to provide
C&ED with the contingency plan in response to a
disaster or security incident.

ISO 28001: 2007
Section A.3.3

Do you have procedures in place to ensure your
staff are well informed of the details of the
contingency plan?

Guidance notes

If your answer is “Yes”, you have to provide
C&ED with:

procedures for keeping your staff notified of
the contingency plan details; and

action plans in response to security threat
scenarios, such as intrusion or unlawful control
of an asset within the supply chain, smuggling,
breach of information security or cargo
integrity, etc.

1ISO 28001:; 2007
Section A.3.4

Do you have procedures in place to timely report
an incident or a risk situation to the appropriate
law enforcement agencies?

Guidance notes

If your answer is “Yes”, you have to provide
C&ED with the procedures for reporting security
breaches or risky situations to the appropriate law
enforcement agencies.

ISO 28001: 2007
Section A.4.3
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ltem

Question

Yes

No

Reference
Standard

Do you have procedures in place to ensure that
incidents are properly investigated and analyzed
to identify rooms for improvement?

Guidance notes

If your answer is “Yes”, you have to provide
C&ED with the incident investigation procedures
and previous incident reports with information
about:

appointing designated staff to investigate an
incident;

compiling detailed incident report after the
completion of an investigation;

reporting the outcome of investigation to the
appropriate managerial staff; and

making recommendations to the senior
management to rectify the problem.

ISO 28001: 2007
Section 5.7

Do you conduct proper training and regular drills
for staff to acquaint them with the contingency
measures?

Guidance notes

If your answer is “Yes”, you have to provide
C&ED with:

the drill schedule for the contingency plan; and

drill reports and attendance records of related
training.

SAFE
Framework
Annex IV “AEO
Conditions,
Requirements
and Benefits”
Item L
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(I) Measurement, Analysis and Improvement

Item Question Yes | No Reference
Standard
1 Do you have designated staff to regularly assess [1 | O | SAFE
the security risks within the business ambit, and Frameworlf‘
take appropriate measures to mitigate the Annex IV “AEOQ
potential risks? Conditions,
) Requirements
Guidance notes and Benefits”
If your answer is “Yes”, you have to provide Item M
C&ED with: ISO 28001: 2007
Section A.1to
a list of names , post titles and qualifications of A3
staff responsible for identifying and assessing
security risks in your business operations;
information about the scope of the risk
assessment, frequency of conducting the
assessment, and methodology employed for
assessing security risks; and
information about the measures adopted for
mitigating security risks.
2 Do you regularly review your security [ 1| [ | 1SO 28001: 2007

management system including the revision of
security policy and practices?

Guidance notes

If your answer is “Yes”, you have to provide
C&ED with:

a list of names and post titles of staff
responsible for reviewing the security policy
and practices;

information about the frequency and scope of
the security review; and

previous assessment reports and / or
assessment checklist.

Section A.7
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Item Question Yes | No Reference
Standard

3 Do you have a system in place to ensure that staff ]| OJ | SAFE
designated to conduct security and risk Frameworlf‘
assessments are well acquainted with their Annex IV “AEOQ
responsibilities, and all assessment procedures ggggil::a?rrm]g’nts

. o

and reports are properly kept for inspection? and Benefits”
Guidance notes Iltem M
If your answer is “Yes”, you have to provide
C&ED with:

a description of how the assessment procedures

are documented; and

a description of duties of the designated staff

responsible for execution of the assessment of

the security risks.

4 Do you have a mechanism in place to ensure that L1 | O | sAFE
recommendations adopted for enhancing the Frameworli
overall security management system are timely Annex IV “AEO

Conditions,

and properly implemented?
Guidance notes

If your answer is “Yes”, you have to provide
C&ED with the previous assessment reports,
minutes or notes of meeting, implementation
progress reports, etc.

Requirements
and Benefits”
Item M

*khkkkkik

Customs and Excise Department

January 2022 version

- 28 -




Annex 3

Examples of Process Map

AEO applicants should provide the Customs and Excise Department
(C&ED) with process maps to explain their business operations.

2. A supply chain process map establishes a relation among the processes
along the end-to-end supply chain of a company, and illustrates the flows of
goods and information among the processes.

3. In general, a company delivering a consignment to the end customers
outside Hong Kong involves some core processes. Applicants should prepare a
process map which covers the logistical chain of a consignment from the
originating point to the destination, involving manufacturing, warehousing and
transporting, and the inter-linking activities taking place for the systematic
movement of the consignment. It accounts for both the physical and
documentary processes.

4. Applicants should provide separate process maps for sites with

different operation modes. Examples of process maps depicting some common
scenarios in Hong Kong are illustrated below for reference.

Scenario 1: Manufacturing with Major Production Line in Hong Kong

Hong Kong Mainland China / Overseas

— — — “ s

Exporters Warehouse Terminal Operators Terminal Operators Importers

Manufacturers Operators Freight Forwarders Freight Forwarders ‘Warehouse Operators
S | | | 4
V4
I | |

N ! ! l 4

Data N \ Data input to the company’s computer svstem 4
Invoices, debit notes, purchase orders,
inventory records, production records, air

waybills, bills of lading, etc.

AN &
4

Flow

The whole production line is in Hong Kong. The finished products are
stored in local warehouses before they are exported to Mainland China /
overseas markets by air / sea / land.
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Scenario 2: Manufacturing with Major Production Line in Mainland China

Flow

Mainland China Hong Kong Overseas
¢ — C.E — CE -_— -
Manufacturers ‘Warehouse  Terminal Operators Terminal Operators | Exporter Importers
~ Operators Freight Forwarders Freight Forwarders Warchouse Termmal Oparators Terminzl Oparztots Warehouse
~ ~ \ 1 1 Operators  Freight Forwarders Freight Forwarders ”
-
\ = * I 1 | I _ - .
~ N v v 4 \ A -
~ Phe
~ N Data input to the company’s computer svstem ”~
Invoices, debit notes, purchase orders, » -
R ) } . A
inventory records, production records, air
waybills, bills of lading, etc.

The whole production line is in Mainland China. The finished products
are stored in warehouses in Mainland China before they are sent to Hong
Kong for subsequent shipment to overseas markets, either in the form of
transit or transshipment. The products do not undergo further processing
in Hong Kong.

Scenario 3: Manufacturing in Mainland China and Remaining Production /

Flow

Assembly Processes in Hong Kong

Mainland China Hong Kong Mainland China / Overseas

H n::n -
- m -y T ﬁ [ﬂ
Manufacturers Warshouse Operators Exporters Warehouse . . Inporters - Warehouse
Terminal Terminal
I I Manufacturers s

erators T3t o]
Operators Operators o Terminal Operztors Terminzl Opetatoss s
| | Freight Forwarders Freight Forwarders 1 Freight Forwarders Freight Forwarders I
-
L 1 1 g - 1 | | 1 _ - |
~ 1 1 A v \ 4 ¥ v P 1
| [ . . N |
Data input to the companv’s computer svstem
| Invoices, debit notes. purchase orders, i 1

inventory records, production records, air
waybills, bills of lading, etc.

Component parts of the product manufactured in Mainland China are sent
to Hong Kong, where assembly, bar-coding, pre-packing and other
value-added functions are performed in local manufacturing plants.
Finished products will be exported to Mainland China / overseas markets.

Similarly, semi-finished products sent from Mainland China to Hong Kong
will undergo further processing such as assembly in local manufacturing
plants. Finished products will be exported to Mainland China / overseas
markets.
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Scenario 4: Taking the Role of Loqgistics Service Provider (e.q. freight

Data

Flow

forwarder)

r Terminal Operators Terminal Operators Terminal Operators

Freight Forwarders Freight Forwarders Freight Forwarders

= N ]
: .
Mainland Warehouse I : Country A

T e gy Wl

Country B

Overseas Warchouse A\ /!
\ Operators \ HK DEPOT /
~
. ~ \ 1 ! Country C
~ ¥ + ¥ -
~ P
b Data input to the company’s computer system - -
N Invoices, debit notes, purchase orders. P -
inventory records, production records, air
. waybills, bills of lading, etc.

Containerized and express cargoes sent from Mainland China / overseas to
Hong Kong are categorized, re-packed, reloaded and ultimately exported to
overseas markets / Mainland China by air / sea / land.
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Annex 4

Examples of a Site Plan

AEO applicants should provide the Customs and Excise Department
(C&ED) with site plans to explain their business operations.

2. A site plan is a pictorial description of a company’s premises where
goods are manufactured / packed / consolidated / stored / loaded for delivery. It
provides information such as location of structures, exterior facades, conveyance
parking and goods storage / loading areas, as well as lighting and security devices
equipped.

3. A site plan allows C&ED to have an overview of the surroundings of a
site with focus on the floor layout showing all entrances/exits, specific areas
where goods are handled, and the security features and facilities to ensure
integrity of the goods throughout the supply chain under the company’s custody.

4, For a company with several sites of operations such as office premises,
warehouses and production plants etc., the applicant should provide a separate
site plan for each site. Examples of site plans are given on the next pages for
reference.
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Example 1 - Site Plan of a Production Plant

Site name

Date :

Site address

Namme of the Foad

Emstgency Exit

&
&

Office

Picking & Pzckazgmg ﬁ
Arsz

Stzff & Visttor Parking Spaces

Security Gate

g =

Storage Area

il

Conveyanes

Carge

Lozdmg Arsz

i 3
Avgl Thnpeo] o

PR A1) 0 ALIER

. Security Card Entry

ﬂ CCTY Camerz

Security Alzm Svstsm

Ceonerste Wells and High Fencing
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Example 2 - Site Plan of an Industrial Premises

Date :

Site name
Site address

zEzenget
Lift

Storage Arsa

Catgo
Lift Mo. 1

A0 LLIG ™y

tronjclamay)

Security Gzate Cinipease

Cargo
Lift No. 2

Picling & Packaging Area

Office

Security Card Entry B Security Alzm Svstem
O ; . . .

f CCTV Czmerz

Concrste Wells zand High Fenemg
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